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Prior to have installed the VPN client in your laptop, Users needs to have installed the Citrix
SSO app in their mobile Phone to generate an onetime password (OTP).

*This Registration is required only once per unique device.

Phone registration to generate one time passwords (OTP)

1.- From your mobile phone device open Google Play or Apple store

Available on the GETIT ON
D App Store ?’ Google play

2.- Browse & install the app “Citrix SSO”,

Citrix SSO

Citrix Systems, Inc.

J Fres

3.- To Register your Phone in the VPN Platform from your PC/Laptop where the VPN will be
installed , Open a new Chrome , Firefox or Microsoft Edge Browser and type:

https:/Insvpn.elpaso.ttuhsc.edu/manageotp

4.- The registration page will load , please Login with your eraider account.

c ‘Q © & hitpsy//nsvpn.elpaso.ttuhscedu ogon/LogonPoint/tmindex.htm

eraider ‘
Password

Dbty
TTUHSC EP
VPN GATEWAY
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5.- On the Registration page Click on “Add Device”

stered devices

a device name to add

Scan QR or type the following
code

3ZEAPETYDO&SMWCFLIJU3YUYIAU




TTUHSC ADC SSL VPN

7.-Once you got the QR code , Open the Citrix SSO app in your phone, and add a new token
scanning the QR code shown in your screen. Make sure the Citrix SSO app have permission
in your device to use the camera.

Scan this QR code using the Citrix SSO app from the device to be registered.

a) Open Citrix SSO app in your Phone (previous installed step 1,2)

v

b) Navigate to Tokens tab on the app Home view.

Android IPhone

3:204 w T .

Citrix SSO \

Citrix 550

CONMECTIONS TOKEMS

[ VPN Connections Password Tokens

c) Tap inthe “ *” or “add a new token”

Add New Token

n o
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d) Tap Scan QR Code.

= Citrix SSO 3204

CONNECTIONS TOKENS £ Back Add New Token

Lag on to Citrix Workspace. Add a device
and scan QR code to register a token on
the device.

5E

Enter Manually 9

Scan QR Code

Enter Manually

e) Focus the camera on the QR code on browser

My Registered Devices

Scan QR or type the following
code

3ZEAPETYDOGSMWCFLJU3YUYIAU

() Added 9159999999 successfully!
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Citrix SSO auto-populates the device name and secret key, alternatively, you can
manually enter the secret key that appears above the QR code.

Citrix SSO validates the QR code and then registers with gateway for push notifications.
If there are no errors in the registration process, the token is successfully added to the

tokens tab.

2214 U
— C“ﬂl SSD { Back Password Token Save
#
Device Name  iPhone
CONNECTIONS
SECrEt He'jl' PEFEERRREERERREE

365000 . [

9.- From your PC Log off from the register process clicking on the upright corner.

TTUHSE [P
WFM GATEWAY
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Windows Operative Systems VPN Plug-in installation

10(w).- Once you click on log off The browser will be redirected to a new URL:

Input your eraider account credentials

(T)

TTu HISC EP
VPN GATEWAY

When you click the Submit Button the system will send a notification to your phone where the
Citrix SSO app is installed.

Open the Citrix SSO app on your registered device and tap Allow.

al ® a - - W e -
4 : 3 5 Citrix SSO
Wednesday, Aprit24
) cmaxsso now. o
Servar at S W 1 requires passcode. Please
accept to send.
Citrix Gateway Logon )

te
Tap Allow to send a logon request to

A Cancel Allow

You will receive a Push notification on your Mobile Phone. Otherwise after 30 sec a manual
validation will appear to submit the OTP value generated from your mobile device.
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11(w).- Once your OTP is validated the system will ask to Download the VPN plugin for
Windows

Please follow the instructions to install the Windows client in your system (Administrator PC
rights are required).

Citrix Gateway

eway Plug-in is either not installed or requires updating.

To install the Citrix Ga

1. Click Download.
TTUHSC EP 5

2. In the File Download dialog box, click Run.
VPN GATEWAY

3. In the browser dialog box, click Run to install the Citrix Gateway Plug-in fo

Download

D AGEE_setup.exe i

Citrix Gat Plug-in Set — >

Please read the Citrix Gateway Plug-in License 18 it Gateway Plug-in Setup

Agreement .
Installing Citrix Gateway Plug-in "

CITRIX(R) LICENSE AGREEMENT cITR!x

Use of this component is subject to the Citrix license
covering the Citrix product(s) with which you will be Please wait while Citrix Gateway Plug-in is installed.
using this component. This component is only lcensed
for use with such Citrix product(s).
Status:
CTX_code:EP_R_A32490

Upon installation, the Citrix Gateway plug-in files are added to
the Windows Firewall whitelist.

o Install Cancel Back MNext
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12(w).-After Installation the “Citrix Gateway” client be automatically connected to the
network, and in your taskbar menu a new grey/blue Icon will be added showing the status of the

connection.

User Account Control X
‘ﬁ Citrix Gateway Plug-in Setup - X ‘ﬁ Citrix Gateway Plug-in Setup -

Do you want to allow this app to make
2 U
changes to your device? Installing Citrix Gateway Plug-in cn'nlx’
L]

FlT 30efc015.msi

Verified publisher: Citrix Systems, Inc.
File origin: Hard drive on this computer

Complete the Citrix Gateway Plug-in
Setup Wizard

Please wait while Citrix Gateway Plug-in is installed.
A Click the Finish button to exit the Setup Wizard,

Status: Instaling Netwark Components. This may take several minutes.
Show more details -

To continue, enter an admin user name and password.

|\ Admin Laptop username |

PAdmin Laptop password

Domain: TTUHSC

( N

Citrix Gateway
Plaasa wait for the VPN session 10 be established.

if & proscy senver is configurad, you need to add “localhost” to the proxy exception in your Wab
browser,

For more information contact your help desk or system administrator.

TTUHSCEP

VPN GATEWAY

(@ Citrix Gateway

CITRIX Gateway

= Status

Connection URL
nsvpn.elpaso.ttuhsc.edu Home page

Current Session
® Started at 09:40:40 AM Nov 11, 2019

Connection Duration: 0d00h06m18s

Internal network address: 107721

_Ii + ‘”]I"E‘ Data Sent: 1.06 MB

241 Arﬂ Data Received: 4.44 MB
11/11/2019 EI

To disconnect to the VPN click on logoff button in your client.
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Existing Citrix Gateway VPN Users

When your Phone is currently registered and the VPN Plug in is installed in your Windows or
MAC system.

13.- Open a new Safire, Chrome , Firefox or Microsoft Edge Browser and type:

¢ You can bookmark the link as favorites for future connections.

14.- Click on Continue to Accept the End user License Agreement

&« C & nsvpn.elpaso.ttuhsc.edu/logon/LogonPoint/tmindex.htm

15 Apps SolarWinds Orien  §8) ISE Manager @ Sign In-Eraider B@ Information Techno... Overview - Merak [ TeamDynamix Versi... (@) Texas Tech Universit

End User License Agreement

cc-mp:ar_
UMNAUTHO
AL
TTUHSC EP
VPN GATEWAY

ept the conditions detailed in TTUHSC's Information
nduct.

Continue

15.- Introduce your eraider Credentials and Click on “submit to PUSH your OTP device”

TTUHSC EP
VPN GATEWAY
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16.- In your registered Phone you will receive a push notification click “allow” to the Citrix
Gateway logon.

Citrix SSO

4:35

Wednesday, Aprit24

VPN Cannections

) crmam sso now
Server at % W s requires passcode. Please
accept to send.

Citrix Gateway Logon )

Tap Allow to send a logon request to

A Cancel Allow

17.- Once accepted, the gateway will request to open the previous installed “nglauncher” in
Windows systems

< C B nsvpn.elpaso.ttuhsc.edu/logon/LogonPoint/tmindex.htm

= Apps SolarWinds Crion @ ISE Manager @ Sign In-Ersider B3

Open nglauncher.exe?

https://nsvpn.elpaso.ttuhsc.edu wants to open this application

Citrix Gateway
or the

1ost” to the proxy exception in your Web

=" : information contact your help des n administrator

TTUHSC EP
VPN GATEWAY

Or the “Citrix Gateway” on MAC operative systems

@ Safari File Edit View History Bookmarks Window Help ™M 0 T o) %M Frigd1PM Q =

nsvon.elpaso.ttuhsc.edu [+ | [m] o+

TTUHSC EP
VPN GATEWAY

D Texas

11
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18.- The Citrix Gateway will process the request

.,])

) 51% %0 Fri2:38PM  Q

=

@ Safarl File Edit View History Bookmarks Window Help [ I

nsvpn.elpaso.ttuhsc.edu ’ [+ | [m]

Citrix Gateway

Pleasa wait for the VPN session 10 be established.
ver is configured, you need to add “localhost” to the proxy exception in your Wab
) For more information contact your help desk or system administrator.
TTUHSC EP
VPN GATEWAY ~

and establish the vpn session

Citrix Gateway

TTUHSC EP

/DM CATEWIAV
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19.- The SSL VPN support a single connection with the same Username, if you left your
session opened or is still connected in other system.

The Transfer logon message will be displayed to transfer your connection to this device before
the ngluancher or the Citrix Gateway app is opened.

&« c @ & httpsy//nsvpn.elpaso.ttuhscedu/logon/LogonPaint/tmindex.htm e v

Transfer Logon

Oprargt”
TTUHSC EP
VPN GATEWAY Transfer Cancel
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MAC Operative Systems VPN Plug-in installation

Citrix SSO app will not be supported for iOS 11.x and lower versions after June 2020

20.- To continue with this installation you previously should finished Steps 1- 9 (page 2)
register an” OTP Phone”.

21.- to continue installing the VPN plug in your MAC open “App store”

22.- Browse & install the app “Citrix SSO”,

Results for “citrix sso"

Citrix SSO
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23.- Open The Application and Add the URL: nsvpn.elpaso.ttuhsc.edu and click connect.

cliTrpx ss0

Citrix MetScaler Unified Gateway provides easy and secure application, desktop, and data
access from anywhere, on any device, to maximize user productivity and ensure business
continuity

nsvpn.elpasottuhse.edu

24: Click on Allow add VPN configuration

"Citrix SSO" Would Like to Add VPN
Configurations

All nebwork activi his Mac may be filtered or
menitored whan

Don't Allow

25 Once the URL is added click on connect.

ciTrIx 550

Connection nsvpn.elpaso.ttuhse.edu

15
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26 : After you Connect please read and accept the TTUHSC EULA clicking on Continue.

End User License Agreement

This computer, including any devices attached to this yputer and the information systam
8 nformation whic nfidential to TTUHSC | Your acthit
and use of these facilities are monitored and recorded. They are not private and may be

ewed at any ti Unauthorized or inappropriate use of TTUHSC's Information Technclogy

ties, including but not limited to Elec !

y and can lead to dis including termination an {
UNAUTHORIZED ACCESS IS A VIOLATION OF APPLICABLE TTUHSC EL PASO, STATE,
AND FEDERAL LAWS ANY ATTEMPT WILL BE SUBJECT TO CRIMINAL PROSECUTION.

Use of thasa facilities confirms that vou accept the conditions detalled in TTUHSC's
Information Security Policy and TTUHSC's Code of Conduct.

Continue

27- After Accept please Input your eraider account credentials and Click on “Submit to PUSH
your OTP device”

eraider

password verssnna|

submit to PUSH your OTP device
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When you click the Submit Button the system will send a notification to your phone where the

OTP is installed.

Open the Citrix SSO app on your registered device and tap Allow.

requires passcode.

Citrix Gateway Logon

" Tap Allow to send a logon request to

Cancel

You will receive a Push notification on your Mobile Phone. Otherwise after 30 sec a manual
validation will appear to submit the OTP value generated from your mobile device.

28.- Once you accept the connection in your Phone the VPN will be established

17

A little “VPN Icon (Blue Lock) will be at the TOP of the Desktop and a check mark in front of the

VPN connection .

Connection URL

nsvpn.elpasottuhsc.edu

Current Session

Connected

Time Connected
Client IP
Server IP

Byt sant

Bytes Received

00:00:16
10.77.3.62
B84.111.16.51
BKB

53 KB

29.- To disconnect just Click on Log off
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VPN IPADs iOS Operative System VPN Plug-in installation

Citrix SSO app will not be supported for iOS 11.x and lower versions after June 2020

30.- To continue with this installation you previously should finished Steps 1- 9 (page 2)
register an” OTP Phone”.

31.- to continue installing the VPN plug in your IPAD open App store

A

[

32.- Browse & install the app “Citrix SSO”,

Filters v Q. Citrix sso [ x ]

Citrix SSO
@ Business Cl}

*kkryr 7

33.- Allow Citrix SSO to Send Notifications.

Citrix SS0O" Would Like to
Send You Notifications

Motifications may include alerts,
sounds, and lcon badges. Thesa can
be configured in Settings.

Don't Allow




TTUHSC ADC SSL VPN
19

34- Once installed Open Citrix SSO app and under “VPN Connections” “Add VPN
configuration”.

35- Type on Server: “ nsvpn.elpaso.ttuhsc.edu “ and same for description and Click “Save”




36- If you have Security passcode in your IPAD this will be required to add the VPN

configuration

TTUHSC ADC SSL VPN

Enter iPad passcode
Add VPN Configurations

Edit Configuration

Sarvar alpaso tiuhsced
R . Save and Connect
Descripton navpnelpaso tiuhse.edu
Save
User Marmse
Cartificate Disabled

Delete Configuratian

20
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37- After you Save and Connect please read and accept the TTUHSC EULA.

Cancel Enter Credentials (]

Continue

38- After Accept please Input your eraider account credentials and Click on “Submit to PUSH
your OTP device”

Cancel Enter Cradentials (]

submit ta PUSH your OTP dewice
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When you click the Submit Button the system will send a notification to your phone where the
OTP s installed.

Open the Citrix SSO app on your registered device and tap Allow.

requires passcode.

Citrix Gateway Logon
~  Tap Allow to send a logon request to

Cancel

You will receive a Push notification on your Mobile Phone. Otherwise after 30 sec a manual
validation will appear to submit the OTP value generated from your mobile device.

39.- Once you accept the connection in your Phone the VPN will be established

A little “VPN Icon will be at the TOP of the IPad and a check mark in front of the VPN
connection .

=P
Citrix SSO
YWPMW  Cormactad :I__?
rsvpn.elpasotiubscoadu i
Agddd WEN Condiguration..

40.- To Disconnect / Re-connect to the VPN slide the VPN Button sideways.

o >»
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If you have any issues please contact Helpdesk at

or open a ticket to networking department.

23



